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Practical Approaches for Reducing Security Debt 4

Open-source component confidence levels can reduce the potential for unexpected problems or 

downtime while making it easier to upgrade—and, ultimately, shrinking application attack surface. 

Mend’s Merge Confidence ratings, available as a standard feature in both Mend SCA and 

Mend Renovate Enterprise Edition, are a real-world example of how assessing confidence 

levels of open-source components can streamline the software development lifecycle. Merge 

Confidence levels are based on peer-sourced data from over 25 million dependency updates 

tracked by Mend Renovate. Developers can merge updated components with high 

confidence levels with assurance that they are unlikely to break the build. And when a 

component has a lower confidence level, it can flag to the developers that extra work may be 

required to merge it, so they can plan appropriately. 

How it works?

Create batch updates

TIP 3

Most organizations doing open-source development may be consuming dozens, hundreds, or 

even thousands of open-source libraries in their applications. Keeping them all up-to-date is 

time consuming and resource intensive. That’s why one way to reduce security debt while not 

negatively impacting application functionality is to use the confidence levels mentioned above 

to create batch updates of high-confidence open-source updates. That way, multiple 

components can be updated at once, streamlining the process, simplifying updates, and 

increasing security without lots of hands-on vetting. 

Open-source development projects are getting increasingly complex, with more and more 

components. That means checking dependencies and updating applications tends to take 

more time and effort. That’s why the Batch Update capability is especially important. Mend’s 

Smart Merge Control functionality provides a way for developers to batch updates (typically 

high-confidence updates) into a single collection that can be applied all at once. Even though 

it’s not complex work, manually generating 10, 20, or 50 pull requests for components that need 

updating can be time-consuming and boring. Mend’s Smart Merge Control functionality 

eliminates the need to do that manually and further automates the update process. 

How it works?
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