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https://www.mend.io/blog/sast-static-application-security-testing/#what-is-sast
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Level 0: The Unaware Organization

Characteristics: Most organizations start here, often unknowingly. They may have robust traditional 

security programs but haven't extended security thinking to AI systems. AI deployments happen 

organically without security review, and the organization lacks AI-specific threat models or risk frameworks.

Assuming traditional 

security tools cover      

AI risks

Treating AI systems 

as "just another 

application"

No dedicated AI 

security expertise         

or training

Security teams 

unaware of AI 

deployment velocity

Common Blind Spots:

Conduct AI system 

inventory across        

the organization

1.
Assess current AI 

deployments against 

basic security criteria

2.
Establish AI security 

awareness training for 

security and 

development teams

3.
Define AI-specific 

incident response 

procedures

4.

Immediate Actions:
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Level 1: Basic Manual Testing

Characteristics: Organizations recognize AI security risks and begin manual testing efforts. Usually 

driven by security experts who learn AI red teaming techniques through trial and error. Testing 

happens sporadically, often triggered by new deployments or incidents.

Manual prompt 

injection testing

Cannot scale with AI 

deployment velocity

Basic jailbreaking 

attempts

Relies heavily on 

individual expertise

Simple data        

leakage tests

Inconsistent test 

coverage across systems

Ad-hoc model   

behavior analysis

Long gaps between 

testing cycles

Testing Capabilities:

Limitations:

Document all        

testing procedures     

for consistency

Create reusable test 

case libraries

Establish regular testing 

schedules regardless of 

deployment cycles

Build relationships with 

AI development teams 

for better collaboration

Best Practices for Level 1:
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Level 2: Developing Systematic Approaches

Characteristics: Organizations implement regular testing cycles and begin incorporating 

automation tools. Cross-functional teams collaborate on AI security, and testing becomes 

integrated into development workflows rather than being purely reactive.

Scheduled testing 

cycles aligned with 

development sprints

Dedicated AI security 

team members            

or specialization

Balancing manual 

expertise with 

automation efficiency

Basic automated 

testing for common 

vulnerability patterns

Regular training 

updates as the threat 

landscape evolves

Maintaining test 

coverage as AI systems 

complexity increases

Standardized reporting 

and remediation 

tracking

Metrics and KPIs for AI 

security effectiveness

Keeping pace with 

rapidly evolving AI 

attack techniques

Integration with  

existing security tools 

and workflows

Executive support for   

AI security initiatives

Resource allocation 

between traditional 

security and AI security

Enhanced Capabilities:

Key Success Factors:

Common Progression Challenges:
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Level 3: Advanced Continuous Testing

Characteristics: Organizations achieve continuous, automated AI security testing with human 

oversight for complex scenarios. AI security is embedded throughout the development lifecycle, with 

instant feedback loops and custom test development capabilities.

Organizations using achieve Level 3 maturity through comprehensive 

automated testing, enabling continuous security validation without the resource overhead of purely 

manual approaches.

Mend AI Red Teaming 

Continuous monitoring 

of AI system behavior  

in production

80% reduction                

in vulnerability 

remediation time

Sophisticated 

automation platforms 

with extensive          

test libraries

Custom test 

development for 

domain-specific risks

Comprehensive 

coverage of AI        

attack vectors

Integration APIs           

for seamless      

workflow embedding

Integration with           

CI/CD pipelines for 

shift-left security

Proactive identification 

of emerging threats

Advanced reporting 

and analytics 

capabilities

Advanced analytics for 

trend identification and 

risk prediction

Scalable security      

that grows with             

AI deployment

Custom test 

development 

environments

Advanced Capabilities:

Organizational Benefits:

Technology Requirements:

https://www.mend.io/ai-red-teaming/
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4. Manual vs Automated Red Teaming: Finding the Balance

One big decision is how much to rely on manual expert testing versus automated tools to scale your 

efforts. The reality is, you need both. They serve different purposes:

Novel exploit discovery

Subtle behavior observation

Creative social engineering prompts

Complex harm evaluation 

(bias, manipulation)

Time-consuming and not scalable

Can't systematically 

test all variations

Dependent on individual tester skills

High-volume coverage testing

Regression testing consistency

Systematic parameter variation

� ulti-turn   

interaction simulation

� ay miss contextual nuances

Re %uires human interpretation 

of results

Can get stuck in unproductive areas

Manual Red Teaming Automated Red Teaming

The MtEategic Balance

~����t` �ws` uw�q]�p| This is where human ingenuity shines. Skilled testers can observe subtle 

model behaviors and come up with novel exploits that a script might not conceive. �anual testing is 

crucial for discovering the unknown unknowns l those weird corner-case failures or creative social 

engineering-style prompts. �t's also necessary for evaluating complex harms like bias or 

psychological manipulation, where human Pudgment is needed to recogniOe a problematic output. 

However, manual testing is time-consuming and not repeatable at scale. �t might catch the big fish, 

but could miss systematically checking every possible input format or parameter variationy

Y���q��ws` �ws` uw�q]�p| Sutomation can dramatically increase coverage and efficiency. [or 

example, using fuOOing tools to generate hundreds of variations of a prompt and test them all can 

find simple attacks that a human might overlook or not have time for. Sutomation is great for 

regression testing l once you fix issues, you can re-run an automated test suite to ensure they stay 

fixed release after release. �t provides a repeatable baseline for testing model updates, catches low-

hanging fruit %uickly, and can simulate attacker techni%ues like exhaustive token permutations or 

multi-turn interactions at speeds humans can't match.
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