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Artifact 2.1

Agent extension for your AI-BOM

Add these columns to the AI-BOM you built with your governance program ? one row per agent

or MCP server.

Field What to capture

Agent/server identity Name, repo, owning team, business purpose

Model dependency Model + version, provider, EOL/deprecation status

Autonomy level Advisory / human-approved actions / autonomous

Tool permissions Every tool or function the agent can invoke

Credential scope Keys and service accounts held; what they unlock

Data reach Sensitivity level of data readable and writable

MCP endpoints Servers exposed or consumed; owners of each

System prompt location Where it lives; who can change it; change review process

Last security review Date, reviewer, findings status

Artifact 2.1 ? Agent extension for your AI-BOM ' 2026 | Mend.io • 08
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Section ‹ 3 ‹ • ‹ Fix ‹ what ‹ matters ‹ faster
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Runtime protection has four working parts, covered over the next pages: guardrails at the

enforcement point, prompt hardening at the boundary, policy enforcement that makes"
"

governance real, and monitoring that watches agents work.
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Section 4 • Protect AI in production

Runtime guardrails: deployment options
Guardrails are the enforcement point between your AI application and the world ? inspecting
inputs before the model sees them and outputs before anyone else does. There are two ways
to deploy them:

In-app guardrails API Server (Docker)

Live inside the application, running via a
Python SDK embedded directly into your
code, with requests validated before and
after the LLM responds. They run in two
modes: Online, which connects to a
central platform for configuration and
monitoring, or Offline, which runs fully
isolated with no telemetry sent, suited to
air-gapped environments.

Deploys guardrails as a standalone
service your application sends requests
to ? no code changes required, and no
Python dependency. This suits non-
Python environments or teams that
prefer a service-based integration over
an embedded SDK.

Choose When

In-app
Your application is Python-based and you want the SDK
embedded directly in your code ? including fully offline,
air-gapped deployment if needed.

API Server (Docker) Your application isn&apos;t Python, or you&apos;d rather call a
standalone service than embed a library.

What guardrails should check ? minimum viable set

Inbound
Prompt injection patterns • malicious or
out-of-policy requests • inputs targeting
known jailbreak families

Outbound
Sensitive data patterns (credentials, PII,
proprietary code) • unsafe content •
responses violating business policy

Section 4 ? Protect AI in production: Runtime security ' 2026 | Mend.io • 14



� �� � � ��� � �� � ��� �� ��

�� ��������������������
9.6738326170/&1027,374&$)(+6$/,&apos;5736%*/,287+&*&apos;)$/87$&apos;)70*+4,%7$22$%-72$/5627$27&&apos;%6#7
"$/)6&apos;,&apos;570$226/&apos;372.$27.&4)7*0!

E :����� A<� :��
‘/,2676\6/8738326170/&1027$37,X72.67*36/7R,4476\6&apos;2*$4487
/6$)7,2#7K6%/623J7,&apos;26/&apos;$47^IH3J7$&apos;)7%/6)6&apos;2,$437)&7&apos;&27
+64&&apos;57,&apos;70/&10237F76\6/#

����������� ��:A���� q
e��������

64,1,27*&apos;2/*326)7%&&apos;26&apos;27F7*36/7,&apos;0*2J7/62/,6\6)7
)&%*16&apos;23J72&&47&*20*237F76}04,%,248J7$&apos;)7,&apos;32/*%272.67
1&)6472&72/6$27,27$37,&apos;X&/1$2,&&apos;J7&apos;&27,&apos;32/*%2,&&apos;3#79.,37
)&63&apos;�27)6X6$27,&apos;v6%2,&&apos;7$4&&apos;6u7,27/$,36372.67%&32#

��� ���������
�<� ������:

À”•¿…¤»flµ·•¿…•‰•–›•¿fl‡fl“–›‹¿‡†fl·¿”“§fl°‚“–‡¿“›¿
ƒ•°‹“†–¿fi'›7¥•»⁄“››“†–¿⁄†…•·¿£¿fl–¿fl‡•–‹¿‹”fl‹¿«„¢¡¶¿
°fl··¿fl¿…fl–‡•»†¤›¿‹††·7…†•›–'‹¿–••…¿fl¿¥»†⁄¥‹¿‹”fl‹¿
µ•‡›¿“‹¿–†‹¿‹†

´�� ����������˜��`
ä/&10237%.$&apos;567+6.$\,&/74,-67%&)67%.$&apos;5637
+6.$\,&/!7\6/3,&&apos;7%&&apos;2/&4J7%.$&apos;567/6\,6RJ7$&apos;)7$7
&apos;$16)7&R&apos;6/#

å� ����˜�� ����<<� � \6/87.$/)6&apos;,&apos;57%4$,173.&*4)73*/\,\67%&&apos;2$%27R,2.78&*/7
/6)726$1#

&apos;�<�A����e��A������ � �A�����:�: �
��˜�����A�
I&*/7&/5$&apos;,B$2,&&apos;7.$374370&4,%,637F7)$2$7
.$&apos;)4,&apos;57/*463J7$00/&\6)(1&)6474,323J7&*20*27
/6,*,/616&apos;23#7I*&apos;2,167,37R.6/672.687+6%&167
/6$4!72.675*$/)/$,474$86/7+4&%-37/65*4$26)7)$2$7
X/&17X4&R,&apos;572&7*&apos;$00/&\6)71&)6437bSZ[KRS
SPSOQNOSLKSRMNJRJ7&apos;&2 JYR_SZMSXN[V[JYRMN_UTJZQ
��£����wo�¡ ������ +6%$*367$7)&%*16&apos;27$3-6)7
&apos;,%648#7z&&apos;2,&apos;*&*375&\6/&apos;$&apos;%67/6(%.6%-37
0&32*/67$372.,&apos;537%.$&apos;56p
F7$7&apos;6R72&&475/$&apos;2J7$71&)6473R$0J7$70/&10276),�
F7&apos;&27$27$&apos;&apos;*$47/6\,6R72,16#73&apos;7/65*4$26�
%&&apos;26}23J72.,376&apos;X&/%616&apos;2(04*3($*),2(2/$,47,�
$43&78&*/76\,)6&apos;%67+$36!72.67� ^74374%27$&apos;)7�3 K974{
Iqt7+&2.76}06%27)61&&apos;32/$26)7&06/$2,&&apos;$s
%&&apos;2/&4J7&apos;&27v*327)&%*16&apos;26)7,&apos;26&apos;2#

° :���������������� ƒ�`��A��� '
����� �`�� ·
9.67I*&apos;2,167ä/&26%2,&&apos;7)$3.+&$/)73.&R37
R.$2�37$%2*$4487+66&apos;7,&apos;306%26)7$&apos;)7X4$556)!7
2&2$470/&26%26)76&apos;2,2,63J76\6&apos;237+87$%2,&&apos;7280ª
`4 46/2à¿ 4&%-àÉ +X*3%$26¾ J75*$/)/$,47$%2,\,287&\6Ò
2,167+87R6$-&apos;63372806J7$&apos;)7$7+/6$-)&R&apos;7&‰
,&apos;+&*&apos;)7\3#7&*2+&*&apos;)76\6&apos;23#7� \6/876\6&apos;274&537
$72,1632$10J72.67$XX6%26)76&apos;2,28J72.675*$/)/$,47
280672.$272/,556/6)J7),/6%2,&&apos;J7)626%26)($%2,\,287
)62$,4J736\6/,28J7$&apos;)72.671&)647,&apos;\&4\6)J7$&apos;)7,�
6}0&/2$+4672&7zKÖ 7&/7ä t7X&/7$*),270*/0&363#

K6%2,&&apos;7æ7F7ä/&26%27 437,&apos;70/&)*%2,&&apos;!7I*&apos;2,16736%*/,28 7 7 7q6&apos;)#,&7•715' 2026 |



Artifact 4.1

Prompt-hardening checklist

Seven checks for every system prompt in production. Run them at creation, and again

on every material prompt or permission change.

1 No secrets, credentials, or sensitive internal detail in any system prompt

2 Untrusted content explicitly delimited and marked as data, not instructions

3

4

5

High-impact instructions enforced by your agent&apos;s own permission model, not

prompt language alone. System prompts in version control with required review

Prompt changes tested against a regression suite of known attack patterns

Injection attempts logged with periodic log reviews to inform manual

guardrail configuration changes

6 Agent&apos;s refusal behavior verified for the tools it must never call

7 Red team validation on every material prompt or permission change

Artifact 4.1 ? Prompt-hardening checklist ' 2026 | Mend.io • 16
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Section 5

The maturity roadmap

You don&apos;t build all of this at once. The four-stage AI Security Maturity Model introduced in our
governance guide ? aligned to NIST AI RMF, OWASP AIMA, ISO/IEC 42001, and the EU AI Act ?
applies directly to agentic AI.

Stage 1
Agents and MCP servers exist in the org; security doesn&apos;t know where.
No agent inventory, no config review, no runtime controls.

Ad hoc / awareness Priority: run Section 2 discovery once, assign an owner, baseline what
you find.

Stage 2
Partial agent inventory; configuration checklist applied to known agents;
findings triaged manually; prompt hygiene exists but isn&apos;t enforced.

Defined / reactive Priority: standardize guardrails, put agent configs and prompts under
version control and review.

Stage 3

Continuous discovery in the pipeline; risk-based prioritization with
reachability and business context; agentic triage operating with
human oversight; runtime guardrails deployed on production AI
traffic (in-app or via API Server); agent-aware zero-day playbook.

Emerging

Developing

Controlling
Managed / proactive

Stage 4
Leading
Optimized / adaptive

Priority: close the loop ? red team findings tune guardrails, guardrail
telemetry feeds monitoring baselines.

AI assurance embedded across the SDLC: every agent registered at
creation, policy enforced at runtime with audit-grade logging,
automated remediation burning down the mechanical backlog,
evidence on demand for boards and regulators.

Security is enabling agent adoption velocity, not blocking it.
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https://www.mend.io/ai-security-survey/
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